As part of an interdisciplinary acute care patient portal task force with members from 10 academic medical centers and professional organizations, we held a national workshop with 71 attendees representing over 30 health systems, professional organizations, and technology companies. Our consensus approach identified 7 key sociotechnical and evaluation research focus areas related to the consumption and capture of information from patients, care partners (eg, family, friends), and clinicians through portals in the acute and post-acute care settings. The 7 research areas were: (1) standards, (2) privacy and security, (3) user-centered design, (4) implementation, (5) data and content, (6) clinical decision support, and (7) measurement. Patient portals are not yet in routine use in the acute and post-acute setting, and research focused on the identified domains should increase the likelihood that they will deliver benefit, especially as there are differences between needs in acute and post-acute care compared to the ambulatory setting.
INTRODUCTION
Hospitalized and post-acute patients have many needs that differ from the main issues in longitudinal care. We convened a task force of stakeholders, including patients and family advisors, investigators, clinicians, health care directors, and policy experts, to investigate the current state of acute care portals, 1 culminating in a national workshop in 2016 to identify key priorities for future innovation. Because of very short stays for hospitalized patients, high volumes of personalized health data, and an increasing elderly population choosing to "age in place," acute care episodes from hospital admission through the transition to home are becoming increasingly complex and information-dense. [2] [3] [4] [5] Consequently, patients' and care partners' information burden and decision-making responsibilities are mounting. To support patients and care partners in stewarding their hospital and postdischarge responsibilities, innovative information and communication tools will be critical to the delivery of safe, high-quality, accessible care.
recorded data from the workshop to identify key sociotechnical and evaluation research focus areas for acute care portals. Three patient and family representatives contributed to workshop design, led an interactive panel during the workshop, and confirmed thematic analyses. With advancement in these areas, we envision patients and care partners who are increasingly empowered and engaged in their care and recovery. Based on thematic analyses, we developed a conceptual framework for a research agenda, shown in Figure 1 , with the sociotechnical areas identified in the center triangle, surrounded by measures for evaluation research focus areas.
Sociotechnical research needs
Key Area 1: Standards Portals provide an opportunity to improve continuity across care settings by enabling access to patient data. Although still an early technology, portals hold the promise of facilitating safe and highquality care in the acute and post-acute care settings by enabling the movement of patient data. Interoperability across settings is a prerequisite for patient and care partner engagement and will require standardization of common data models, nomenclature, and specifications for core functionalities based on patient-and care partnerdriven use cases. Research on tools such as Fast Healthcare Interoperability Resources could show that these can be practically used and enable the reuse of patients' documented care preferences to drive shared decision-making across settings and ultimately support patient stewardship of their data. Another priority should be to evaluate solutions to address patient-centered interoperability use cases and common patient and care partner vulnerabilities, such as low health literacy and language barriers. Use case-driven common data models, similar to those used to develop SmartApps, should also be evaluated for their potential to advance portal configurations beyond the local level and facilitate scalable, interoperable patientand care partner-facing platforms. 7 Key Area 2: Privacy and security Health care data breaches are increasing at alarming rates, with several incidents involving online portals. 8 Without adequate safeguards, acute care portals could increase privacy and security risks through: (1) webbased remote access, (2) increased availability of dense data, and (3) integration with online patient communities, social media, and care coordination networks. Innovative models to protect privacy and security without restricting needed access have been proposed, such as health record banking, 9 and should be formally evaluated.
Identifying a health care proxy for a critically ill patient, while complex, is typically feasible, 10 yet long-term access to a patient's data after recovery may not be necessary or appropriate. Use casebased scenarios can help analyze appropriate access criteria and technical mechanisms for enforcing those criteria. 11, 12 For example, for a critically ill patient, should health care proxy access include all historical health data, including data that are not relevant to the current hospitalization? Further, as the patient recovers and regains full decision-making capacity, when and how should restrictions for health care proxy access be triggered? Care delivered in the hospital setting includes patients with mental health conditions admitted to psychiatric, dual-diagnosis (covering mental illness and substance abuse), and medical and surgical units. Early investigations indicate high potential for app-based interventions for outpatient mental health populations. 13 Investigations should further explore innovative mental health portal functionality for patient or care partner use across care settings, while considering divergent scenarios that support both increased and restricted access. 14 Clinicians should not be burdened with logistical issues, such as account activation. However, patient-generated health data (PGHD) will require new clinician workflows for consumption of those data. A wide range of research questions remain largely unexplored related to clinical workflow integration, such as: How can nurses leverage the portal for effective patient learning? Should patients use the portal as they participate in care team rounds? Are particular approaches needed for challenging patients or care partners? What are the competencies required for clinicians to engage with portals and PGHD within acute care workflows? Key Area 5: Data and content Electronic health records (EHRs) include a great deal of static data (clinical content) and dynamic data (patient values). Including access to all static and dynamic data through portals would replicate an entire EHR from an inpatient encounter. Acute care portals will represent a subset of electronically extracted data from the full set of patient data. Given that these portals will provide access to filtered data and content, what are the patient-driven use cases to determine and prioritize the data and content?
Beyond EHR data, acute care portals can provide access to external data from multimedia tools (eg, patient education videos and social media) and pathways for patient and care partner access to safety reporting plaforms. 15 Portals are also a potential source of social determinants of health data (SDOH). 16 Adequate management, validation, and tagging of metadata and provenance will be critical for managing external knowledge assets, patient safety data, and other PGHD and SDOH to enable reuse in EHRs and other clinical systems. Information models to define integration of external knowledge and data with traditional clinician-entered data could drive greater shareddecision making, transparency, and safety. A hospital stay is often a time of rapid learning and information overload about new conditions and medications for patients and care partners. Identifying patient and care partner readiness for learning in the hospital and reinforcing learning once the patient has been discharged from the hospital are critically important. Approaching acute care portals as learning systems that "grow" and adapt as user readiness and knowledge advances will require: (1) measuring readiness, potentially through multisensing technology; (2) measuring learning and comprehension of acute care, intensive care unit, and discharge data and content; and (3) using methods to adapt and filter data and content as learning and comprehension advance.
Key Area 6: Clinical decision support
Transitions of care are associated with increased risk of errors and adverse events. 17, 18 The acute care setting touches many types of patient transitions, such as admission to the hospital, clinician handoffs, transfers between hospital care units, and discharge from the hospital to home or a post-acute care facility. With further investigation, portals used in acute care and around transitions of care have the potential to decrease 2 types of errors in health care, slips and mistakes. 19 Hospital discharge to home involves transitioning care activities, such as medication administration, from the care team to the patient and care partner. Most clinical decision support (CDS) tools target clinicians, yet harmful slips and mistakes can be made by patients and care partners too. A care partner slip related to information overload during hospital admission could result in forgetting to inform the care team of a suspected allergy. Patients and care partners could make mistakes dosing medications once patients are discharged to home due to insufficient training in how to calculate medication doses, or confusion resulting from variations in pharmacy dispensing strengths for medications. 20, 21 A common medication for hospitalized patients is prednisone, a corticosteroid used to treat many inflammatory conditions that should not be abruptly stopped, but must be tapered (ie, dose decreased gradually over time). Tapering the dose in the hospital setting is supported by robust CDS throughout the entire closedloop medication process. At discharge, patients are instructed on the tapered dosing schedule, yet are rarely provided with CDS integrated with their dosing schedule. How can portals leverage CDS tools for patient and care partner decision-making within the acute care setting and during the transition home, such as supporting decisions related to prednisone tapering?
Evaluation research needs
Key Area 7: Measurement We see the need for 2 broad activities to demonstrate and compare the value of acute care portals: standardization of measurement definitions and use of evaluation frameworks to guide formative, process, implementation, and outcomes evaluation for continuous learning. Our preliminary work identified that demonstrating the impact of acute care portals on outcomes is important for sustaining clinician engagement, and that an organization's targeted outcomes may influence portal design. 1 Targeting relevant patient and clinical outcomes will be critical, yet outcome measurements are end goals in the system development and evaluation lifecycle that should be evaluated in the context of process measures and balance measures (see Figure 1 ). Important patient and clinical outcomes measures will include, but are not limited to: patient reported outcomes measures (PROMS); metrics to compare rates of patient recovery, complications, morbidity, mortality, harms and safety events, and readmissions; and cost effectiveness and satisfaction scores. Standardized process and balance measures can allow for early exploration of trends, such as variable outcomes due to a digital divide in patient use and access. These could be used to revise implementation approaches and mitigate inequities. During formative evaluation phases, consistent process measures (eg, adoption and use) will enable comparisons across settings and longitudinally. These comparisons will be particularly important, given that portals and PGHD in acute care represent a change in practice for many clinicians. The systematic capture of usability issues, workflow modifications, and resources needed throughout all phases of design and implementation should inform appropriate use in local configurations versus standardized features, and calculate implementation costs. Medication reconciliation is one especially important process measurement use case.
Balance measures, such as patient empowerment, engagement, learning, and comprehension, can increase our understanding of mechanisms of action. For example, do computer-adapted patienteducation tools improve comprehension throughout the postdischarge period and result in decreased readmissions? As another example, will providing remote access to care partners mitigate traditional geographical barriers to being present in the hospital (eg, inflexible work hours, transportation issues, lack of child care) and allow for increased engagement? Investigations should measure specific barriers and care partner engagement levels to inform which features of acute care portals are most valuable. Finally, continuous monitoring to identify and measure unanticipated consequences will become an important research activity, particularly as portals support patients and care partners during and after one of the most vulnerable stages of care, hospitalization.
CONCLUSION
Increasing the use of patient portals in the acute care setting and during transitions of care should improve patient engagement and empowerment, and we believe it will positively affect quality and safety. We have highlighted critical research directions for investigators and innovators to employ portals to support the health and wellness of hospitalized patients and their care partners. This work should be supported through both public and private research organizations, including the Agency for Healthcare Research and Quality and the National Library of Medicine.
